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Abstract

For decades, cryptographic strength, measured by mathematical hardness and key length, served  
as  the  primary  metric  for  evaluating  system  security.  Recent  advances  in  AI-accelerated  
cryptanalysis demonstrate that algorithmic strength can no longer be assumed durable: candidate 
post-quantum algorithms face accelerated structural degradation, and symmetric schemes face  
accelerated attacks even against reduced-strength research variants. Concurrently, architectural  
developments  favor  intent-based  abstraction  layers  that  decouple  applications  from  direct  
cryptographic bindings.

This paper presents hyper crypto agility: a policy-governed, standing operational capability to  
discover, assess, deprecate, replace, and verify classical, post-quantum, and multi-jurisdictional  
cryptographic  primitives  faster  than  adversaries  can  operationalize  exploits.  Synthesizing  
structural design principles from NIST SP 800-160 Vol. 1 Rev. 1 with intent-based cryptographic  
abstraction frameworks, this paper demonstrates that effective security requires transitioning  
from  episodic  migration  projects  to  continuous,  automated  lifecycle  management.  The  
engineering implications of state mobility, data-at-rest re-encryption overheads, performance  
constraints,  and  multi-jurisdictional  compliance  are  analyzed  in  turn.  Ultimately,  the  paper  
establishes that hyper crypto agility transforms cryptographic change from a disruptive failure  
event into a controlled, verifiable system property, providing a resilient foundation for mission-
critical systems in an AI-accelerated threat landscape.

1. Introduction

For decades, algorithmic strength, measured by key length, mathematical hardness, and effective 
security level, has been the primary metric by which cryptographic systems have been evaluated. That 
metric assumes the hardness assumption underneath an algorithm is durable.

Recent developments in AI-assisted cryptanalysis and cryptographic architecture indicate that the 
assumption of indefinitely durable algorithmic trust requires reconsideration. An AI model dramatically 
accelerated cryptanalysis research against a weakened symmetric cipher and produced a validated 
attack against a signature scheme that was, at the time, still under consideration for post-quantum 
standardization — a candidate its own developers withdrew the following day once the weakness was 
confirmed [1] [2]. These two results are not equivalent in kind: AI-driven differential/linear cryptanalysis 
accelerates round-reduction attacks on symmetric ciphers, but it presents a qualitative shift against 
lattice-based PQC structures by rapidly identifying non-obvious structural symmetries. Separately, IBM 
Research concluded, on architectural rather than threat-driven grounds, that applications should never 
bind directly to a cryptographic algorithm again [3].
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Algorithmic strength is not thereby unimportant. No amount of agility compensates for a cipher that 
was weak from the start; agility is a resilience property layered on top of algorithmic strength, not a 
replacement for it. What has changed is that strength can no longer be treated as a fixed, durable 
property assessed once at adoption. It must now be treated as a condition that is continuously 
monitored and may expire suddenly.

This paper argues that the correct metric going forward is not algorithmic strength alone but hyper 
crypto agility: the standing, policy-governed capability to discover, assess, deprecate, replace, and verify 
any cryptographic primitive (i.e., classical, symmetric, or post-quantum), faster than an adversary, 
human or AI, can operationalize a practical exploit against it.

This is not a new invention. It is the convergence of three lines of evidence, each doing different work 
and none sufficient alone: NIST SP 800-160's structural design principles, which supply the engineering 
basis but were not written with AI-driven cryptanalysis in view; IBM Research's intent-based 
cryptographic abstraction layer, an independently validated architecture that does not address 
adversarial threat timelines; and a single, documented, publicly reported demonstration — the 
Mythos/HAWK disclosure discussed below — that AI-driven cryptanalysis does not respect the boundary 
between today's algorithms and tomorrow's replacements. That demonstration establishes urgency; it is 
one reported event, not an engineering framework, and the argument in this paper does not treat it as 
more than that.

2. From Crypto Agility to Hyper Crypto Agility

Crypto agility is the ability to swap algorithms, key lengths, and parameters without re-architecting 
applications or interrupting operations. It is already a recognized resilience concept. The Mythos/HAWK 
disclosure (Anthropic's July 2026 report that its Claude Mythos Preview model found an exploitable 
weakness in HAWK, a NIST post-quantum signature candidate, and an improved attack against reduced-
round AES) extends the requirement in a specific way: agility cannot be scoped as a one-time PQC 
migration project with a defined endpoint.

HAWK had passed two full rounds of NIST review over roughly two years, and had advanced to the third 
round as the last lattice-based signature candidate still standing, before an AI-assisted analysis surfaced 
a structural symmetry in its underlying lattice that cut its effective key strength by half. The scheme's 
developers confirmed the result and withdrew it from consideration within about a day of disclosure, 
and NIST updated its candidate page accordingly. A candidate that survived years of expert scrutiny did 
not merely weaken under this analysis; it was removed from the standardization track entirely, within 
roughly 24 hours of the finding being disclosed. If a pre-standardization PQC candidate can go from 
leading contender to withdrawn within a single day once the right analysis is applied to it, the 
assumption that “swap to PQC” is a terminal state is unsound.

The correct scope for agility is standing and open-ended: the system must be able to discover, assess, 
deprecate, replace, and verify any cryptographic primitive on an ongoing basis, indefinitely, regardless of 
whether that primitive is classical, symmetric, or post-quantum.

A useful way to state the resilience condition:

If the time required to detect and swap a compromised algorithm is shorter than the time an adversary 
needs to move from a research-grade attack to an operational exploit against production systems, the 
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organization remains secure through the compromise rather than because of the compromised 
algorithm's continued strength. Hyper crypto agility is the organizational and architectural capability 
that makes that condition achievable at the pace AI-accelerated cryptanalysis now sets, rather than at 
the pace of a multi-year migration program.

Formal Definition

Hyper crypto agility is the policy-governed capability of a system to discover, assess, deprecate, replace, 
and verify any cryptographic primitive faster than an adversary can operationalize a practical exploit 
against it, without compromising mission continuity or security.

This definition can be expressed as:

MTTD + MTTR < TTOE

(where MTTD = Mean Time to Discover/Assess, MTTR = Mean Time to Replace/Verify, and TTOE = Time 
to Operational Exploit).

This definition can be operationalized in a five-stage hyper crypto agility lifecycle:

● Discover: Identify newly disclosed weaknesses, standards updates, and cryptanalytic advances.

● Assess: Determine mission impact, exploitability, and policy implications.

● Deprecate: Remove compromised or disallowed algorithms from approved policy.

● Replace: Deploy approved alternatives without application redesign.

● Verify: Confirm interoperability, compliance, and mission continuity after migration.

Traditional crypto agility focuses primarily on the ability to replace cryptographic implementations. 
Hyper crypto agility extends this concept into an operational resilience capability by combining 
architectural abstraction, policy-governed selection, continuous cryptographic assessment, automated 
lifecycle management, and verification of mission continuity. The distinction is not merely faster 
replacement; it is the transformation of cryptographic change from a disruptive event into a controlled 
system behavior.

The term also extends to a second dimension worth naming explicitly: jurisdictional cryptography. 
Multinational organizations must satisfy different mandated algorithm suites across jurisdictions (e.g., 
NSA- and NIST-approved suites in the United States, GOST in Russia, SM2/SM4 in China).

Hyper crypto agility can support jurisdiction-aware cryptographic composition, allowing systems to 
apply different approved cryptographic mechanisms based on policy, regulatory domain, mission 
requirements, or trust boundary.

Hyper crypto agility, correctly scoped, and part of a policy-based abstraction layer, treats jurisdictional 
variation and compliance regions as simply another runtime parameter in the policy rulebook, alongside 
threat level, algorithm deprecation status, and hardware capability. This is the same way it addresses a 
compromised algorithm: as a parameter the architecture must accommodate without re-engineering 
the application layer underneath it. Jurisdictional application, this paper's extension of the underlying 
principle, Compositional Trustworthiness, is addressed further below.
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Hyper crypto agility does not imply: (1) abandoning rigorous cryptographic evaluation; (2) automatically 
replacing algorithms whenever new research appears; (3) trusting unvalidated AI-generated 
cryptanalysis; or (4) eliminating human governance. Instead, it ensures that when cryptographic 
assumptions change, mission systems can respond without architectural disruption.

3. The Structural Foundation: NIST SP 800-160

SP 800-160, Volume 1, Revision 1 defines 30 design principles for trustworthy secure systems, presented 
as a single list rather than organized into named categories. Several of these principles provide the 
direct engineering basis for hyper crypto agility.

Diversity (Dynamicity) — The Direct Textual Basis for Standing Replacement

This is the principle most directly on point, and it is frequently overlooked in crypto-agility discussions 
that reach instead for modularity or abstraction concepts alone.

“The system design delivers the required capability through structural, behavioral, or data or  
control flow variation… Variable or dynamic characteristics of the system [include] 
reconfiguration, relocation, refresh of system elements… the ability to change aspects of the 
system behavior, structure, data, or configuration in a random but nonetheless verifiable 
manner… Diversity options include intentionally designed regular or irregular changes in the 
system.” [4]

This reads as a near-literal statement of the standing-replacement capability the industry now 
commonly calls “rip-and-replace,” years before that term entered common use — though the document 
itself never uses that phrase; connecting the principle to the modern term is this paper's application of 
it, not a direct citation. The document's own caution is equally relevant: diversity and dynamicity 
increase design complexity and must be paired with confidence that the system produces only 
authorized, intended outcomes despite that added uncertainty — precisely the governance problem a 
centralized policy engine is built to solve.

Clear Abstractions — Decoupling Intent from Implementation

“The abstractions used to characterize the system are simple, well-defined, accurate, precise,  
necessary, and sufficient.” [4]

The accompanying discussion notes that clear abstractions give a system well-defined interfaces that 
provide a consistent, intuitive view of the data and how it is managed, reducing the potential for 
misunderstanding or misinterpretation of what the abstraction represents. Applications expressing 
cryptographic intent (encrypt this, sign this) without binding to a specific algorithm is a direct application 
of this principle. This closely aligns with the architectural intent expressed by SP 800-160 Clear 
Abstractions and is discussed in Section 4 below.

Structured Decomposition and Composition — The Substitutable-Provider Model

“System complexity is managed through the structured decomposition of the system and the  
structured composition of the constituent elements to deliver the required capability.” [4]
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A cryptographic provider layer — software library, hardware accelerator, cloud service, or trusted 
execution environment, each interchangeable behind a common interface — is this principle applied to 
cryptography specifically.

It should be noted that with regard to state and cipher text mobility (i.e., data at rest vs. data in transit), 
swapping a primitive in a data-in-transit protocol (e.g., TLS) via standard negotiation abstractions is 
straightforward. However, “rip-and-replace” for data-at-rest introduces massive key-management and 
re-encryption overhead (e.g., re-encrypting petabytes of database storage or long-term archived 
information). This can create operational friction of persistent state re-keying and becomes an 
organizational risk decision.

In addition to state and cipher mobility, there will be engineering tradeoffs required with regard to size 
and performance considerations. Hyper crypto agility requires applications to handle variable key sizes, 
signature overheads, and computational latency dynamically. The abstraction layer must accommodate 
buffer allocations, maximum transmission units (MTU), and hardware acceleration constraints.

Mediated Access — Centralized Policy, No Local Negotiation

“All access to and operations on system elements are mediated.” [4]

Every cryptographic operation checked against a centrally governed policy, rather than negotiated 
locally between two endpoints, is what closes the classic downgrade-attack path (as seen historically in 
POODLE and FREAK): an endpoint cannot fall back to a weaker or deprecated algorithm if it never has 
local authority to negotiate one. This connection to downgrade resistance is an engineering application 
of Mediated Access rather than a conclusion the document itself draws — SP 800-160 establishes the 
mediation requirement in general terms; the specific downgrade-attack defense follows from applying 
that requirement to cryptographic negotiation.

Compositional Trustworthiness — The Jurisdictional and Hybrid Dimension

“The system design is trustworthy for each aggregate composition of interacting system 
elements… The trustworthiness of an aggregate of composed system elements cannot be 
assumed based on the trustworthiness assertions of each [element in isolation].” [4]

This is the correct principle for multi-jurisdictional cryptography and hybrid message protection, and it is 
a more precise citation than treating the problem as an abstraction question alone. A system spanning 
jurisdictions cannot be judged trustworthy because each jurisdiction's locally mandated algorithm is 
individually approved; the composition across the boundary is where risk actually resides. As with the 
section on Mediated Access, this jurisdictional reading is this article's extension of the principle — SP 
800-160 itself does not discuss jurisdictional cryptography.

Hyper crypto agility addresses this by operationalizing hybrid signature cryptography, applying dual or 
triple digital signatures to a single message to achieve structural defense-in-depth. A hyper-crypto-agile 
policy engine dynamically composes single, dual, or triple signature schemes to satisfy distinct 
jurisdictional mandates (such as combining NIST-, GOST-, and SM2/SM4-compliant artifacts) on a single 
payload. The overall payload achieves compositional trustworthiness by satisfying each regulatory 
regime separately and in aggregate.
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Additionally, this composed model establishes message-level security sovereignty. By allowing policy to 
govern the exact cryptographic composition required for each endpoint to decrypt and authenticate a 
session, endpoints enforce strict cryptographic baselines on their own messages, preventing endpoints 
from being coerced into weaker, legacy negotiation paths.

Minimal Trusted Elements and Substantiated Trustworthiness — Verifying What 
Is Trusted

“A system has as few trusted system elements as practicable.” [4]

“System trustworthiness judgments are based on evidence that the criteria for 
trustworthiness have been satisfied.” [4]

As the Mythos/HAWK result demonstrates, trust in a cryptographic primitive is now time-bound rather 
than permanent. Taken on their own terms, these two principles require that the set of trusted 
cryptographic modules stay as small as practicable and that trust in each be based on evidence. 
Extending that requirement specifically to continuous algorithmic reassessment, rather than evidence 
gathered once, at adoption, is this article's reasoned extension, not a statement the text makes directly.

Continuous Protection, Protective Failure, and Protective Recovery

“The protection provided for a system element must be effective and uninterrupted during 
the time that the protection is required.” [4]

Neither the NIST guidance nor the IBM piece discusses downgrade resistance or fail-closed behavior 
during an algorithm swap explicitly, but the logic of Continuous Protection requires it: a live algorithm 
replacement that leaves any window of unprotected or silently degraded operation defeats the purpose 
of the swap. Pairing this with SP 800-160's separate Protective Failure and Protective Recovery 
principles, which require that a failed or recovering element neither cause nor invite unacceptable loss, 
supports fail-closed as a design choice derived from these principles, rather than a conclusion the 
document states outright, when a policy engine cannot find an approved primitive to satisfy a request. 
This pairing is a reasoned extension of the document's principles to the specific mechanics of live 
cryptographic migration.

4. Independent Convergence: IBM Research's Cryptographic Abstraction 
Layer

IBM Research's 2026 proposal, presented at the Eurocrypt MAgiCS workshop, arrived at a compatible 
architecture through industry engineering pressure rather than NIST doctrine, which makes the 
convergence a meaningful independent data point rather than a restatement of the same source.

“Applications should not decide how cryptography is performed — they should only express 
what they need. The details of algorithms, parameters, and implementations move into a 
layer below, where they can be managed centrally and updated over time.” [3]

IBM's vocabulary of “scopes” — a class of cryptographic intent, such as authenticated encryption or 
digital signatures, within which different algorithms are interchangeable because they share 
input/output structure — is a direct, practical implementation of Clear Abstractions. IBM's explicit 
comparison of the design to software-defined networking, separating the control plane that decides 
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policy from the data plane that does the work, is Mediated Access rendered as a concrete architecture 
rather than an abstract principle.

Most notable is IBM's own framing of the PQC transition, which independently echoes the NIST 800-160 
Diversity (Dynamicity) principle without citing it: treating PQC as a one-time migration will only recreate 
the same challenges in the future, and the real question is no longer whether cryptography will need to 
change again, but whether organizations are finally ready to make that change easy.

An industry research lab reasoning from engineering-debt and maintainability pressure reached the 
same structural conclusion that SP 800-160 reached from a security-engineering foundation years 
earlier. That convergence is itself evidence that hyper crypto agility is becoming a practical architectural 
consensus — but the convergence is architectural, not evidentiary. IBM's proposal confirms that intent-
based cryptographic abstraction is now an industry-recognized design pattern; it does not independently 
confirm the AI-driven cryptanalysis threat model discussed in Section 1, which rests on the 
Mythos/HAWK disclosure alone.

5. Engineering Implications

No single source in this paper states the full hyper-crypto-agility argument on its own. NIST SP 800-160 
supplies the structural design principles but was not written with AI-driven cryptanalysis in view. IBM 
Research supplies an independently validated abstraction architecture but does not address adversarial 
threat timelines. The Mythos/HAWK disclosure supplies the urgency but is a single reported event, not 
an engineering framework. Read together, they establish a case that none of them makes individually: 
that a policy-governed, continuously verifiable, standing capability to replace any cryptographic 
primitive is now a baseline engineering requirement, and that the structural principles to build it already 
exist in SP 800-160.

The logical chain runs as follows. Threat acceleration establishes that trust in any given cryptographic 
primitive is now time-bounded rather than durable. Time-bounded trust requires a standing 
replacement capability rather than a one-time migration project. That standing capability, in turn, 
requires architectural abstraction and centrally governed policy. Once trust is time-bounded, the 
absence of that abstraction and policy layer stops being a stylistic preference and becomes a 
measurable technical debt.

6. Conclusion

Algorithmic strength is not obsolete as a metric. It remains foundational, and crypto agility does not 
substitute for weak cryptography, but it is no longer sufficient as the primary one. The convergence 
documented here — NIST's own structural design principles, an independent industry architecture from 
IBM Research, and a demonstrated AI-driven attack that took a leading post-quantum signature 
candidate from third-round finalist to withdrawn within roughly a day — establishes that the operative 
question for any mission-critical system is no longer “how strong is this algorithm” but “how quickly can 
this algorithm be replaced if it turns out not to be.” Hyper crypto agility is the engineering answer to 
that question, and the structural principles required to build it are already written.
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Note on sourcing: Two sources ground the structural and architectural argument of this paper, each cited to the 
specific claim it supports rather than treated as interchangeable background. NIST SP 800-160, Vol. 1, Rev. 1 
(2022), Appendix E, supplies the structural design principles. The IBM Research blog post “It's time for 
cryptography to get its own abstraction layer” (2026) is an independent industry source that arrived at a 
compatible architecture through different reasoning. A third line of evidence — public reporting on Anthropic's 
Claude Mythos Preview cryptanalysis disclosures (Volz, New York Times, 2026; corroborated by Anthropic's own 
research disclosure and multiple technology-press outlets) — documents the specific, verifiable technical event 
that motivates the paper's urgency, though it is a single reported event rather than an engineering framework. The 
content in this article was inspired by the work conducted by the software and systems engineering team at NUTS 
and BOLTS technologies.
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